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About this guide

Thank you for choosing justINA Fusion Communications Server. This guide aims
to introduce you to the main features of each page of justINA, so that you can
more fully understand the features and value that justINA can bring to you.

Before use, please read the packing list and safety instructions in this guide, and
confirm with the system administrator whether the current network

environment meets the requirements of justINA configuration.
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summary

1. Content

This guide contains the following chapters: Home, Admin, System, Advanced,

About and Diagnostics. We will go through each chapter in detail.

2. Properties

The justINA system configuration interface is divided into "Properties interface”
and "Diagnostic interface". After logging in to the justINA system normally, the
"Properties Interface" is displayed, and we can perform daily configuration in
the properties interface;

When you need to perform diagnostics, such as viewing logs, registration
status, and other information, we can enter the "diagnostic interface" to obtain

the corresponding information.

3. System login

justINA default login IP address is 10.0.0.1, username and password are admin,
eqgpassword;
Enter https://10.0.0.1 in your browser and enter your username and password

to log in to the justINA system.



EQUIDNET

System Configuration

Chapter 1 Home
1. Home

Top right gear button-> Home-> Home
The main page is an overview of the basic situation of the system and quick

links.

TinaPilot Tinapiot CN-AWS-China-01

Welcome reseller!

Enter Blocked URL

10
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1.1. Account Information

Account information

reseller

Username: reseller
Email address:
Group: reseller
Extension:
Display name: reseller
Inbound number:
Outbound number:

Hot desk phone:

User name: The user name for logging in to this system.

Email address: The email address of the user who logs in to this system.
Group: The group of the user logged in to this system.

Extension: user extension number.

Display name: The user display name.

Inbound number: The inbound number of the user.

Outgoing number: Outgoing number of the user.

Note:

Because the login account information of reseller (senior administrator) is
displayed here reseller is generally not used to make calls, so the information

about incoming and outgoing numbers is left blank.

11
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1.2. Quick Links

L4/ Quick links

@ Find someone's phone number
@ Download OpenVPN Key config
@ Control your phone calls with Equiidesk

After clicking the quick link, you can quickly find the extension number or
download the OpenVPN key.

Find someone’ s phone number: After clicking the Find someone’ s phone
number ,you can enter the following interface and see the current system users,
call queues, conference rooms, call groups, and extension numbers for specific

functions.

TinaPilot rmapiot CN-AWS-China-01

reseller | Account settings | Log out Q

L Seac]
t o Diagnostics
Phone directory
PBX status
PBX all number list
Phone directory

PBX log

Download OpenVPN Key config : Click the Download OpenVPN Key Quick
Link to enter the Download OpenVPN Key interface.

Control your phone calls with Equiidesk : drop this feature.

12
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1.3. Web filter check

Web filter check are filtering checks for URLs. For example, enter

www.baidu.com, press Enter or click TEST LINK to enter the test interface.

r M
Web filter check

Enter Blocked URL 1

TEST LINK

e — N

You can check the URL filtering status in the filtering result area.

Traffic matching these firewalls will use the anonymous group rules:
MZ/Internet ‘web'

MZ/Local 'web proxy'

ontrolled/Local 'web proxy'

rusted/Internet ‘web'

Users do not have to give a username and password. Leave the username below blank for this test.

Select or type a v
username:
URL to test: no

Filter results

rowser gave us user. www.baidu.com

o matching TinaPilot users.

o matches found.

he request was blocked;

eason: Your group is not allowed to web browse: no profile

ategories: Banned Group

(o |
J

Note:

This function is only applied when justINA is used as a gateway.

13
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2. Registration

Top right gear button-> Home-> Registration

TinaPilot Tispiot CN-AWS-China-01 reseller | Account settings | Log out | Wt
Home
Admin
System
Advanced
About

Registration

2.1 Registration

Service ID: Registration ID. Equiios system can be used completely after system
registration.

Uname: The name of this device, and the logged-in user can set it freely.

Note:

This interface can only be seen by the senior administrator reseller.

3. Product

Top right gear button-> Home-> Product

inaPilot Tnapict CN-AWS-China-01

resaller | Account setings | Logout | W

ot ? ca—

DOIs and trunks  Central management

3.1 Product

Manufacturer: The manufacturer of this system. We usually choose Equiinet.

14
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Feature set: The product type of this system, we usually choose justINA.
Note:

This interface can only be seen by the senior administrator reseller.
4. DDIs and trunks

Top right gear button-> Home-> DDIs and trunks

4.1 DDIls and trunks

MnaPilot Tapio CN-AWS-China-01

reseller | Accountsettings | Logout |

The line information interface is mainly the SIP trunk configuration interface,

including incoming call numbers and line rules.

Click Add to enter the configuration interface.

TinaPilot e CN-AWS-China-01 resolior | Accountsettings | Logout |

15
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DID number: DID number of the SIP trunk line.

There are three types of lines

(1) Pure SIP line

If the SIP line number purchased from the SIP line provider is 53809789, the
password is 4848472, and the registered address is 23.4.5.6, the DID number
should be 53809789 here.

(2) Interfacing with FXO and E1 gateways

Interconnect with the FXO gateway. The DID number here must be the same as
the calling number on the FXO.

Interconnect with the E1 gateway. Here, the DID number is arbitrary, as long as
it is meaningful, it can be easily distinguished by the administrator.

(3) Interfacing with other PBX systems

When it comes to interfacing with other PBX systems, the DID number here is
arbitrary, as long as it is meaningful, it can be easily distinguished by the
administrator.

Destination: The destination of the DID number, such as a user, a voice menu,
and a call queue.

If the target is a certain user such as 501, when the DID line is called, the 501
user rings.

Incoming lable: Incom label for this DID.

If an external customer calls in, the DID's incoming label and DID number will

be displayed on your IP phone.

16
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Incoming script:

Distinctive ring: The system has 14 ringtones by default. Users can set specific
ringtones for DID to distinguish different DID lines.

This type of ringtone usually involves background modification and directly
affects the ringing of the IP phone, so the configuration is troublesome, and
currently this feature is rarely used in China.

Record incoming calls: Record the incoming direction of the call.

Record outgoing calls: Record the outgoing direction of the call.

Record to: Save the call recording (call-in recording, call-out recording) to a
folder.

This folder is usually named after the user name of the extension number. For
example, the user can save the recording in the reseller, admin, 554, record (a
certain extension number) and other folders.

Username: DID username provided by the SIP Trunk line provider.

When the line is a pure SIP ling, fill in the user name provided by the operator
here, which is usually the same as the DID user name;

When the line is connected to the FXO gateway and E1 gateway and justINA,
this disposal is empty.

Password: The DID password provided by the SIP Trunk line provider.

When connecting with a pure SIP line, fill in the password provided by the
operator here.

When interfacing with FXO gateway, E1 gateway and justINA, this disposal is

17
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empty.

Provider: SIP Trunk line provider name.

Hostname: The server IP address or domain name address of the SIP Trunk line
provider.

Realm: the realm provided by provider

Number plan: dialing rules, such as international dialing rules, domestic dialing

rules selection.

Note:

This interface can only be seen by the senior administrator reseller. After
inbound recording and outbound recording are checked, "Save recording to”
must be selected, otherwise the system buffer is too full and it will affect the

usel I
5. Central Management Server

Top right gear button-> Home-> Central Management Server

The central management server interface mainly introduces central
management server information and synchronization information with the
central management server. No user configuration is required here, the system

comes with it.

18
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TinaPilot Tapiot CN-AWS-China-01

reseller | Account setings | Logout | S

= » 0 »
properties () Daonosics

Regstration DDisandtrunks  Central managsment

Add anew central [

Central management server,
management or select an existing |support1.equiinet.con (synced) ~
senvers serverto edit or delete. -

Central
management sync

When this device is not synchronized with the central management server, it
will prompt unsynced such as support.equiinet.com (unsynced). Enter the

central management synchronization and update manually.

TinaPilot Tinaiot CN-AWS-China-01 resaller | Account settings | Logout | ¥

: . r
— v o -
opsion o oD s Covaimanagemen

properies () Oiagnostcs
Syncronisation with central management servers will happen at regular intervals.

Central
management

= e

f you would like a syncronisation right now, select the update button

Gentral
management sync

TinaPilot Tesric CN-AWS-China-01 T ————

& = o] ¥

Sogatan et oo vt Gormanagemen
roprics @) Drosics

Sync

Central Syncronisation running.
management
servers

Central
management sync Check the central management log for progress.

After clicking OK, you will automatically enter the log interface, and you will see

the latest update status log.

T17:47 hostname centmang-client:
18 21:44:06 hostname centmang-clie
18 22:04:28 hostname centmang-clie:
18 22:23:14 hostname centmang-clie
18 22:43:51 hostname centmang-clie
18 23:01:59 hostname centmang-clie
18 23:18:23 hostname centmang-clie
18 23:31:29 hostname centmang-clie
18 23:50:26 hostname centmang-clie
19 00:21:37 hostname centmang-clie
19 00:42:45 hostname centmang-clie
19 00:58:28 hostname centmang-clie 29693] supportl.equiinet.com: synced

19 1:14:06 hostname centmang-sync 4046] TinaPilot: Local administrator sync request
an 19 @1:14:12 hostname centmang-client: [4047] supportl.equiinet.com: synced

equiinet.com:
32749] supportl.equiinet.com:
[7005] supportl.equiinet.com:
12816] supportl.equiinet.com:
19361] supportl.equiinet.com
24953] supportl.equiinet.com
30483] supportl.equiinet.com
2308] supportl.equiinet.com:
8658] supportl.equiinet.cor
18874] supportl.equiinet.com
25139] supportl.equiinet.com

After the update is complete, it will prompt that the status is synced.
Note:

This interface can only be seen by the senior administrator reseller.

19
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Chapter 2 User Configuration

1. Admin

Top right gear button-> Admin->Admin

The Admin interface is mainly a admin (senior admin)user configuration
overview interface, which includes statistics of the system network information
and other status.

Green light means the configuration is correct and running normally; red light

means no configuration.

TinaPilot minariat CN-AWS-China-01 resoller | Accountsetings | Logout | G

System
Advanced
About

mimca\ Ethemetfinkis OK 5 Today at a glance
| y
milmemel Ethemnet link is OK

|
| Local Ethemet is not full-duplex

Intemet Ethemet is not full-duplex

Can ping gateway router
ult route is via 172.31.0.1

2. Users

The Users interface mainly introduces the addition of users and the

configuration of corresponding information of users.

20
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TinaPilot mnapiot CN-AWS-China-01

reseller | Account setings | Logout |

™~

- =
Storage Backups securtty

Extension: | Display name: | Inbound number: | Outbound number: | Hot desk phone:

110 1508644626@qq.com | open 110 7
801 open 801 7
802 open 802 4
803 open 803 7
804 open 804 7
a0s open 805 7
a0 open 806 7
807 open 807 7
808 open 808 7
809 open 809 7
816 open 816 &
820 open 820 7
admin local admin | 7 7
dvert open |4 7
record open 1 7
Ju————

2.1 Users

Username: | Email address: Group: Extension: | Display name: | Inbound number: | Outbound number: | Hot desk phone:

110 | 1508644626@qg.com | open 110 ‘ /
801 open 801 ‘ 7
802 open 802 ‘ o
1803 | open 803 ‘ /
804 | open 804 ‘ /
[805 ‘ open 805 ‘ /
06 open 06 | 4
807 open 807 | 7
j808 open 808 ‘ 7
1809 open 809 ‘ /
1816 open 816 ‘ /
I820 open 820 ‘ /
fadmin local admin | 7 ‘ /
divert ‘ open 44 ‘ /
record open 1 ‘ /
reseller ‘ reseller reseller ‘ 7

L

Adding and configuring user extensions.

Click the Add button to enter the configuration interface.

21
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Sers
Username:
Password
Confirm password:
Email address:
Group:  open v
Extension: 821
Display name
Inbound number: v
Outbound number v

Hot desk phone v

oK

User name: The user name of the extension, which can be a number such as
200 or a name such as record.

Password: The password used to log in to the web (cloud disk) when using the
extension as the username.

Confirm password: Same as the password.

Email address: If this extension user wants to forward the voice message to his
own mailbox, he needs to fill in the Email address here and configure it at the
"User voicemail" section.

Group: To configure a common extension number, select the Open group
(default); to configure an extension number with Admin or Reseller permissions
(mainly used for management), select the Admin group or the Reseller group
accordingly.

Extension: The extension number used for registration,which can be a number
such as 200.

Note:

The User name is different from the Extension . When registering the Extension,

the Extension shall prevail. The User name is only used for interface login or

22
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cloud disk login.

Display name: The display name of the Extension, which can be arbitrary here, such
as Amy, Tony, etc.

Incoming number: You can manually select the incoming line number for this
extension. For example, if the line number of the incoming call for the 200 users is
53809795, then after the customer calls 53809795, the extension 200 rings.
Outgoing number: You can manually select the outgoing line number for the
extension. If the outbound line number selected for 200 users is 53809797, then
200 users can use this line for outbound calls.

Hot desk phone: It is generally used for batch configuration (autoprovision)

according to the mac address.
2.2. Select user group

The user group here is mainly used for web page filtering, that is, URL-filter, and
can be filtered for different user groups.
This function is only used when justINA is used as the gateway, this function is

not commonly used. | will explain here when | introduce the Web fileter later.

Select user group: Add new...
* anonymous
* controlled
* global
* no profile
* open
email only
local admin
reseller
third party ~

OK

Among them, Controlled, open, email only, local administrator, agent, third

23
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party and user group in the user configuration item are the same.
2.3. Quick Links

Quick links are quick links to some configuration items or download files, which

are not often used.

_’/ Quick links

Q File sharing
Q RSA keys

Q Batch edit

@ User CSV export
@ User CSV import

2.4. User alternative phone numbers

Mainly used for call forwarding.

For example, an extension number 801 can have three backup numbers. When
someone dials extension number 801 and is unavailable (ringing for 20s, no one
answers), we can configure it to automatically go to standby number 1(alt.1), so
that the call can be automatically transferred to standby number 1, until
standby number 1 rings ,answer this call.

The backup number here can be the internal extension number, or the external

mobile phone number or telephone landline number.

24
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ser alternative phone numbers

Usemame: | Cell (alt.1) Home (alt.2): | Alternative 3: | Forward incoming caller-ID

110 No 7
801 13688848602 No 7
802 No 7
803 No 7
804 No 7
805 No 7
806 No 7
807 No 7
808 No 7
809 No 7
816 No 7
820 No 7
jadmin No 7
User alternative phone numbers

801

Username: 801
Cell (alt.1): 13688848602
Home (alt.2):
Alternative 3:
Forward incoming callle[;- O
—

2.5. User voicemail

Mainly set the voice message settings for the extension, such as setting
whether the voice message is sent to the e-mail box; you can also set the login

password for this voice mailbox.

25
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ser voicemail

Username: | Deliver by email: | Pick up by phone: | Voicemail number

110 No Yes 110 110
801 No Yes 801 801
802 No Yes 802 802
803 No Yes 803 803
804 No Yes 804 804
805 No Yes 805 805

I

SRR R

Eser voicemail
01

Username: 801
Deliver by email: |

Pick up by phone: ¥

Voicemail number: 801

PIN: ge1

lif 'pick up by phone' is selected, voicemail can be retrieved by calling *888 from your own phone, or by calling *864 from another phone extension and entering the following

If you need to send a voice message to your e-mail address, just check the

"Deliver by e-mail".

ser voicemail
801
Username: 801
Deliver by email: ¥

Pick up by phone: ¥

Voicemail number: 8e1

PIN: 8e1

Hif 'pick up by phone' is selected, voicemail can be retrieved by calling *888 from your own phone, or by calling *864 from another phone extension and entering the following

2.6. User personal call forward path

Modifications are mainly made for call transfer and route progress.

[JSer personal call forward path

Usemame: | Divert all Hot desk SIP Cell Home Alternative | Wait for: | Hot desk SIP Cell Home Alternative | Wait for: | On no answer, If busy, divert | Extended
calls fo; phone: phone: | (alt1): | (alt2) 3 phone: phone: | (alt1): | (alt2) 3 divert to to absence:
110 0 Yes No No No No 20 No Yes No No No 20 110-mailbox
seconds seconds
801 0 No Yes No No No 15 No No Yes No No 20 801-mailbox 801-mailbox
seconds seconds
802 0 Yes No No No No 20 No Yes No No No 20 802-mailbox 802-mailbox
| | | seconds | | | | seconds | |

Open the pencil icon for a user's user personal call forward path for editing.

26



EQUIDNET

Eser persona| call'forward path
01

Username: 801

Divert all calls to

MIf you want to have all your calls sent to a specific destination instead of trying to locate you by following the normal rules below, you can set a temporary divert here

@. normal call routing ¥

Ty first

Hot desk phone:
SIP phone:

Cell (alt.1)
Home (alt.2): |

Wait for
iThen try:
Hot desk phone
SIP phone:
Cell (alt.1).
Home (alt.2): |
Alternative 3: |
Wait for
JIf | don't take the call
On no answer, divert to

If busy, divert to

v

Alternative 3: J

OR

15 seconds ¥

20 seconds ¥
mailbox: 8@1-mailbox Y

mailbox: 8@1-mailbox v

Extended absence v

Divert all calls to: Similar to the call forwarding function, when someone calls a user

such as 801, if you configure alt1(cell phone), alt2(home), alternative for this 801 in
advance; all incoming calls to 801 can be forwarded to alt1,alt2 or alternative3,801

will not ringing.

Es
01
Jif you want to have all your calls sent to a specific destination instead of trying to locate you by following the normal rules below, you can set a temporary divert here:

©. normal call routing
cell phone
home

er personal call forward path

Username: 801

Divert all calls to:

OR
Try first:

Hot desk phone alternative

Out of hours
8. Voicemail

SIP phone:

Try first, Then Try ,If | don't take the call: These three features are a series of features.
The main purpose is to adjust the call sequence. For example, first call the SIP
phone, and then call the alt.1. If | do not answer the call, | will transfer to mailbox:
801-mailbox.

The whole process is that when someone calls extension 801, the SIP phone of

extension 801 rings first, if no one answers after 20s, then the alt.1 of extension 801

27
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rings, if no one answers after 20s, and the call is transferred to 801 mailbox.
2.7. User phone routing by time

It is mainly used to configure how to transfer calls in different time periods.
Click the pencil icon on the right side of a user as shown below to enter the

configuration interface.

User phone routing by time

Username: | Time band Hot desk phone: | SIP phone: | Cell (alt.1): | Home (alt.2): | Alternative 3: | Wait for On no answer, divert to

110 always Yes Yes No No No 20 seconds | 110-mailbox 4
801 always Yes Yes No No No 20 seconds | 801-mailbox ,
802 always Yes Yes No No No 20 seconds | 802-mailbox /
803 always Yes Yes No | No No 20 seconds | 803-mailbox /
804 always Yes Yes No | No No 20 seconds | 804-mailbox /
805 always Yes Yes No No No 20 seconds | 805-mailbox /
806 always Yes Yes No No No 20 seconds | 806-mailbox /
807 always lYes Yes No | No | No | 20 seconds | 807-mailbox | /

JUSer phone routing By time
801

Username: 801
Time band:  always v
During these times, use my normal personal call routing plan. At other times, follow the rules below.
Out of hours
Hot desk phone: ¥
Out of hours:
SIP phone
Cell (alt1): &
Home (alt.2)
Alternative 3.
Walit for: 20 seconds v

On no answer, divert to: mailbox: 80@1-mailbox v

Time band: By default, the working time period of each extension is always, which
means it works 24 hours a day. We can edit the time period for other time periods
such as 9:00 am to 17:00 pm for working hours. The extension will work normally
during this time period. Outside this time period, the rules you configure will be
followed.

Out of hours: If extension 801 is configured with working hours from 9:00 am to
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17:00 pm, and 'Out of hours’ to alt.1.
Then this process indicates that extension 801 only rings during working hours, and
not work in Out of hours. In Out of hours, the alt.1 rings,if alt.1 still does not answer

the call after 20s, the call will be forwarded to 801 mailbox.

3. Phones

This page configures the voice-related settings for the user.

TinaPilot Tnapiot CN-AWS-China-01 reseller | Account settings | Log out o
Home
L |
Admin
properties (P © Systerr
Advance
About

Automated voice menus

Name: | Number: | Message number

welcome | 500 5005 xiaoshou-fing | jishu-shunxu 7
User extension numbers Phone number destinations
Usemame: | Extension: | SIP usemame: | SIP password: | Mailbox: DID Destination: | Incoming | Incoming Distinctive | Record Record Record
> number label script ring incoming calls: | outgoing calls: | to:

110 10 1102 YfQ5UP 110-mailbox i

111 ‘No Yes ‘620 /
801 801 8012 801 801-mailbox /

20191216 to-beijing ‘ No No ‘ i
802 802 8022 802 802-mailbox /

222222 ‘ No No ‘ /
803 803 8032 803 803-mailbox /
804 804 8042 INDbxR 804-mailbox /
805 805 8052 2ZXem5Pq aos.maibox | ¥ Conference rooms
806 806 8062 edbhuRa 806-mailbox /
807 807 8072 2PINRF5 g07-maibox | ¥ me'  |760 4

Sscccean i aco v BT

3.1. Automated voice menus

This page can be used to set the automated voice menu for incoming calls.
For example, press 1 to transfer extension 801, press 2 to transfer conference

760, and so on. Click Add to enter the voice menu configuration interface.
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Automated voice menus
De e age De e age 0 o 0 8 o O e

welcome | 500 5005 xiaoshou-ring | jishu-shunxu /

JRUtomated voice menus
jwelcome
Name: welcome
Number: 500
Message number: 5005
Call the message number to record your own sound file. Alternatively, a computer-synthesized voice will announce the following text

Message:

On dialling
o v
1" user: 801 v
2 conference rooms v
5 v
0 v
5 v
® v
T v
ki v
‘9" v

Leave the following field blank to have the menu repeat

Otherwise: v

o

Name: The name of the automated voice menu.

Number: The system generates it by default.

Message number: generated by the system by default.

Message: When the user calls in, the automated voice will play the message
here. At present, the system only recognizes English. If you input an English
sentence in the text field, the system will automatically play the English content
here when the user dials into this voice menu.

On dialing: There are a total of 10 options from 0-9. You can choose any

content in the options, such as extension number, call queue, call sequence, etc.

Note:

Automated voice playback content, users can record by themselves. Enter the
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message number on any phone registered to justINA (5015, each different
automated voice menu has a different message number), there will be a voice
prompt, prompting the user to record new voice content.

Automated voice playback of content users can also find professionals to
record and send the recording files to Equiinet. Equiinet’s technical team will

help you import the justINA system into the background.

3.2. User extension nhumbers

ser extension numbers

Usemame: | Extension: | SIP username: | SIP password: | Mailbox:

110 110 1102 YfQ5iJP 110-mailbox /7
801 801 8012 801 801-mailbox 7
802 802 8022 802 802-mailbox /
803 803 8032 803 803-mailbox /7
804 804 8042 iINDbjxR 804-mailbox /7
805 805 8052 ZXcm5Pq 805-mailbox /
806 806 8062 edbhuRa 806-mailbox 7
807 807 8072 2PrNRF5 807-mailbox /7
808 808 8082 3fyHWWt | 808-mailbox | 7/

Click the pencil icon on the right to enter the configuration interface:

User extension numbers
804

Username: 804
Extension: 804
SIP username: 8042
SIP password: iNDbjxR .

Mailbox: | 804-mailbox v

N
DI

User name: The user name when the user was created.
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Extension: The extension number when the user was created.

SIP username: Which means that when registering the extension number on
the IP phone or softphone, add 2 after the extension number (2 represents
registration).

SIP password: The password when registering the extension number.

Mailbox: Each user will have a voice mailbox by default.

3.3. Alternate Extension Number
If the backup number information is filled in the "User personal call forward

path”, the following information will be automatically generated here.

External phones

Number: | External number: | PBX mailbox

Alternative 3: 801 | 8013 809 801-mailbox

cell801 8013 13688848602 801-mailbox

NN N

Home (alt.2): 801 | 8013 02081148368 801-mailbox

External phones
Home (alt.2): 801

Name: Home (alt.2): 801 *
Number: 8013 *
External number: 02081148368 *
PBX mailbox:  801-mailbox v
ok

Used by

OpenVPN key config files 801
PBX divert 801-upcip
user 801

User phone divert 801-upcfp

Name: The alternative number name of an extension. Such as Home(alt.2):801,
it means it is alt.2 of extension 801.

Number: The system will assign a number to this alternative number, which is
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globally unique. For example, the alternative number of extension 801 is 8013.
External number: The external number is configured for the extension, such as
13052526354.

PBX mailbox: Each user will have a voice mailbox by default.

3.4. Global number plan

xternal pnones

Name: Number

Australia
Alternative 3- 801 | 8013 | Beidine

Brisbane
cellg01 go13 |China

Las Vegas
Home (alt 2): 801 | 8013 |London
Metro Manila
none
North America
North America - 10 digit dialling
Philippines
Slough
Global number plan|Swinden
United Kingdom
Global number plan: v

Global number plan: mainly used for fast dialing. For example, if we choose
London, when calling a number in London, we can dial the number directly
without adding an international prefix or area code.

Due to inconsistent rules among the three major Chinese operators, Global

number plan are rarely used in China.

3.5. Phone number destinations

It is mainly used for line information configuration. It is mainly used for Admin

administrator. Because the Admin administrator does not have Reseller
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permissions and does not have permission to add DID lines, only the
permissions to edit lines are available here.
If Reseller is configured with line information, the corresponding information

will be automatically generated here, which is convenient for Admin to modify.

Phone number destinations

DID Destination: | Incoming | Incoming Distinctive | Record Record Record
number: label: script: ring: incoming calls: | outgoing calls: | to:

111111 No Yes 820 /
20191216 to-beijing No No /
222222 | 1 1 No ‘ No /

The information such as the Destination and the Incoming label are the same as

those in the "DDIs and Trunks" described above.

3.6. Conference room

That is the conference room function, click Add to enter the add interface.

Conference rooms

Name: | Number: | PIN:
me 760 /

| —

Conference rooms
me
Name: me

Number: 760 *

PIN

0|

Name: The name of the conference room.

Number: The system will automatically generate a conference room number,
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which can also be modified by the administrator.

PIN: Meeting room password.

4. Storage

Storage information is mainly system storage information.

=)

Backups Security

properties () Diaonostics

Disks

Device File system: | Mounted: | Size. sage Reformat as: | Enabled

system-backup | /devimapper/system-backup | ext3 Yes 1.05GB [097GB |8.44%

ext3 Yes 209.72GB | 200.41GB | 5.19% ‘

Devices

Name: | Device: | Size Reformat as: | Enabled

system | /dev/sda | 488.39GB | Yes

Network storage
There is currently nothing to view.

b Userfiles

4.1. Disks

View the disk usage, mounting conditions, etc. Generally we don't need to do

any configuration.

Disks

Name Device File system: | Mounted: | Size Free Usage: Reformat as: | Enabled

system-backup | /dev/imapper/system-backup | ext3 Yes 1.05GB 0.97GB 8.44% - Yes /

system-fileshare | /dev/mapper/system-fileshare | ext3 Yes 209.72GB | 200.41GB | 5.19% - Yes /
| L L | | | |

35



EQUIDNET

4.2. Devices

View device hard drive information detected on the device. Generally we don't

need to do any configuration.

Name: | Device: | Size: Reformat as: | Enabled

system | /dev/sda | 488.39GB | - Yes

4.3. Network Storage

It is mainly used for network storage, such as a NAS server in your network. You
can fill in the relevant information of this server here, so that corresponding
users can store files on this NAS server through justINA, and click Add to enter

the configuration interface.

Network storage

There is currently nothing to view.

Network storage
Name
Address F
Share
Username
Password
Workgroup
Size: -
Free: -
Usage: -
Enabled: |

Name: The name of the network storage.
Address: The address of the network storage.
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Share: The path to the network storage shared space.

Username: Network storage access user name.

Password: Network storage access password.

Workgroup: WORKGROUP if it is a windows system.

Enabled: Just tick.

Finally click OK and wait for justINA to automatically identify the network
storage. If the network storage is successfully identified, the values of Size, Free

and Usage will automatically appear.
4.4. User Files

Each extension user will automatically generate a user file. The following

configuration is the system default. Click the pencil icon to enter the

configuration interface.

File share: Disk for personal files: | Disk for backups:
110 Personal files | system-fileshare system-backup /
801 Personal files | system-fileshare system-backup /
802 Personal files | system-fileshare system-backup /
803 Personal files | system-fileshare system-backup /
804 Personal files | system-fileshare system-backup /
805 Personal files | system-fileshare system-backup /
806 | Personal files | system-fileshare system-backup /
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User files
801

User: 801

File share: [Personal files v |

If you choose "Personal file idISk

Logs (read-only)

Disk for personal files: [AlGNUCSREIC

Personal files (read only)
Disk for backups: |Intranet files

Intranet files (read only)

N

File share: Select the sharing attributes of the user files for this extension.

Logs (read-only): Shared files are logs and are read-only.

Personal files: Users can log in to shared folders and can edit, add, delete files, etc.
Personal files (read only): The content in the shared folder is read-only.

Intranet files: Same as Personal files.

Intranet files (read only): Same as Personal files (read only).

Disk for personal files: The disk where personal files are located. The system
defaults, and generally does not need to be changed.

Disk for backups: The disk where the personal archive is backed up. The system

defaults, and generally does not need to be changed.

4.5. Remote file sync

It is mainly used for remote backup of local cloud disk files to other servers.
No server support has been tested in the market, but Equiinet has its own cloud
server and charges.

The company can also build a backup server on the LAN itself, which needs to
support the RSA key. Only the latest part is updated during backup, thus
avoiding re-backup every time, which takes time.
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Click Add to enter the remote synchronization file configuration interface.

Remote file sync

There is currently nothing to view.

| & - |

Eiemote file sync

Name:

Every: hours *

Timeband:  always v
Local username: | 11e@ v

Local directory:
Remote host
Remote port:
Remote username:
Remote directory:

Direction: ' Local to Remote ¥

Only include files
matching
Delete files on target:

| =

Name: The name of this backup operation. The name is arbitrary.

Every: How often do you back up by hour.

Timeband: The system automatically backs up time. Generally, night is selected.
Local username: Back up files under a certain user. If it is 801 users, the cloud
disk content of 801 will be backed up.

Local Directory: backup the folders under this user. By default, the entire folder
is backed up.

Remote host: remote server address.

Remote port: The port opened by the remote server. This port is used for data
transmission with the justINA system.

Remote username: The remote server username.

Remote Directory: A list of folders used by the remote server to store backup
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Direction: Direction can choose from local to remote server, or from remote
server to local.

Only include files matching: Matches filtered files. For example, .mp3 only
matches mp3 files for transmission.

Delete files on target : transfer the file to the destination server folder, whether

to delete the existing file under the destination server file.
4.6. RSA keys

RSA keys are used with remotely synchronized files. To back up files of a user in
justINA, such as the 801 folder, you need to send 801 RSA keys to the remote

server.

IESA Keys

110

801

802

NN NN

*803

5. Backups

Back up the corresponding data of the local extension number user. There is no

backup by default.
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TinaPilot Tinapiot CN-AWS-China-01 reseller | Account settings | Log out o

(2]

- Search

-
Storage Backups Security

Offsite backup
There is currently nothing to view.

Local backup status

There are no clients.

5.1. Offsite Backup

Used to remotely backup data to a third-party host. It s the same with

“Remote file sync”

[Orsite backup
Name
Local username: 110 v
Remote host:
Remote port: 22 B
Remote username
If you leave the remote username blank, the local username will be used

Remote directory: offsite-backup/

o A

Name: The name of this backup operation. The name is arbitrary.

Local username: Back up files under a certain user. If it is 801 users, the cloud
disk content of 801 will be backed up.

Remote host: remote server address.

Remote port: The port opened by the remote server. This port is used for data
transmission with the justINA system.

Remote username: The remote server username.

Remote directory: A list of folders used by the remote server to store backup

files.
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5.2. Local backup status

In default, the local backup status shows the backup status of local user.

ILocal backup status

0003 idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
idle last backup: never
— ettt A

6. Security

The security page is mainly the UTM configuration page, which contains firewall,

services, port forwarding and other information.

TinaPilot Tinapiot CN-AWS-China-01 reseller | Account settings | Log out Q

[l

Search

properties (P Diagnostics

Backups

Firewalls in use:
Firewall overview

— To
Local Trusted Internet
Service overview - = |
From|Local |accept LocalTrusted|Locallnteret
Eriends | Friends/Local
Traffic shaping
Trusted T Local|accept Trusted/Internet

Admin |EIER 4
Services
Internet|Interet/L ocal |drop drop

Port-forwarding Show all firewalls
targets
The values on the To and From axes are Trust Groups. At their intersection are Firewalls.
The To Local column matches traffic whose destination s the TinaPilot
Network
relationships The From Local row matches traffic originating from the TinaPilot
How to determine the firewalls that apply.to a packet
Address
associations
Firewalls

Trust groups

6.1. Firewall Overview

The default firewall overview only shows the firewalls in use. Click "Show all

firewalls" to display all firewalls.
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Admin Users Phones Storage Backups Security

Firewalls in use:
Firewall overview

— To
Local Trusted Internet
Service overview | 1 1 |
From|Local |accept Local/Trusted|Local/Internet

Friends 'Fmende Lo«:a\v‘
Traffic shaping t

Trusted | Trusted, Loca\.accem Trusied‘mteme-l‘

Services I i :
Internet|Internet/Loca drop drop

Port-forwarding

targets =
2 The values on the To and From axes are Trust Groups. At their intersection are Firewalls. A‘
r— e ag v e — v
» A J pe | &
L Admin Users Phones Storage Backups Security
All firewalls
Firewall overview
— To
Local |aws-cN* Controlled* Dmz* Friends*|Trusted Admin*|Internet
Service overview
From|Local accept i Local/Controlled*|Local/DMZ* || Local/Trusted || Local/Internet
AWS-CN* -
Traffic shaping
Controlled*|Controlled/Loc Controlled/Internet*
DMZ* DMZ/Internet*
Services
Friends c l l ! - L
Trusted Trusted/Local ! accept* Trusted/DMZ* || accept ! Trusted/Internet
Port-forwardin . e T T T
fargets < Admin IR R/AM ! ! |
Internet Internet/L ocal Internet/AWS-CN* |drop* Internet/DMZ*| | drop L drop

Network Show only firewalls in use
relationships 4‘

The firewall is mainly composed of various groups, each group is independent,
and each group has its own attributes. For example, the Admin group has the
Admin attribute. The Admin can assign a certain IP (a certain LAN) to the

attribute of the Admin. Then this IP can play the role of Admin.

In All firewalls we see groups, and group-to-group combinations.
The real application of a firewall is a group-to-group combination.
Here is an example of the Trust / Local combination: As can be seen from the

figure below, in this combination, the status of various protocols and services,
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such as the device receiving ICMP, whether to allow https access, etc. The
corresponding action can simply debug the firewall.
For example, if we choose to ignore the MySQL service, the trust group to the

local MySQL service will be ignored.

[ . o M
Local AWS-CN* Controlled* DMZ* Friends*| Trusted Admin*|Internet
JFrom|Local accept ! Local/Controlled*|Local/DMZ* || Local/Trusted|| Local/Internet
AWS-CN* ] Il i
Controlled* |Controlled/L ocal*| | il If i il i Controlled/Internet*
DMZ* ‘DMZs‘Locai‘ ! 1 { 1 ! 1 DMZ/Internet*
Friends Friends/Local fl ! ! Il { il
Trusted ITrusted“LocaI I il accept* Trusted/DMZ*| | accept | Trusted/Internet
Admin BT B A L ! ! ! l 1 I
Internet ;IntemetsLocaI Internet/ AWS-CN* (drop* Internet/DMZ*| | drop ! drop
[ |
% Trusted/Local *

Firewall overview
Used in relationship: Trusted to Local

Service overview Service list
DHCP server: accept v
Traffic shaping MySQL:  reject v
NTP:  reject v
Services
backup: reject v
Port-forwarding email posting server:  reject v
targets :
print spool:  reject v
Notwork private intranet. reject v
relationships secure web admin: | accept v
web proxy: reject v
Address
associations DNS server. reject v
FTP server. | reject v
Firewalls
PBX: accept v
Trust groups Windows file sharing:  reject v
email client:  reject v
ICMP:  accept v

unsupported services: reject v

6.2. Service Overview

It is mainly for the overview of the existing services in the system.
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TinaPilot Tinapiot CN-AWS-China-01

reseller | Accountsettings | Logout |

]
-

b Seard
Storage Backups

Properties m Diagnostics

Firewall overview

Service overview

Traffic shaping

Services

Port-forwarding
targets

Network

L — A

Here is an example of ICMP service: After choosing ICMP service and clicking
OK, it will list which groups in the firewall are being used by ICMP. Users can edit
the status of ICMP service in each group relationship. For example, in the

Friends / Local group, we can edit it to drop.

ICMP
Firewall overview
Firewalls in use:

Service overview ‘_‘ To

Local [Internet

Traffic shaping From Friends || accept v|!
Trusted no decision ¥
drop |
Services Admin || no decision ||

Internet| no decision v |||

Port-forwarding

targets Show all firewalls
The values on the To and From axes are Trust Groups. At their intersection are the actions to apply to the ICMP service
Network
relationships The To Local column matches traffic whose destination is the TinaPilot
The From Local row matches traffic originating from the TinaPilot
ddress =
k sa— - |

6.3.Traffic shaping

Traffic shaping is mainly for the control of justINA's egress traffic to ensure that

justINA has enough traffic to access the network. Click Add to enter the editing

interface.
Note.

This function is only used when justINA is used as a gateway.
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TinaPilot Tinapiot CN-AWS-China-01

reseller | Account settings | Log out o

Storage Backups

Properties m Diagnostics

There are no traffic YT

Firewall overview shaping actions

Service overview

Traffic shaping

Services

Port-forwarding
targets

Network
relationships

Address
associations

Firewalls

Name

Firewall overview Limit (kbit's)
Please note that only outgoing traffic can be shaped.
Service overview

i
Traffic shaping [ cancel |

Services

Port-forwarding
targets

Name: The name of the Trafic shaping. The name is arbitrary.
Limit (kbit / s): The limit unit is kbit / s. Users can fill in the corresponding data

according to the actual network conditions.

6.4. Services

It mainly edits, adds, and deletes services in the justINA system. Click the Add

button to enter the configuration interface for adding services.

TinaPilot Tinapiot CN-AWS-China-01

reseller | Account sefings | Logout | St

properties () Diagnostics

-
Storage

Add anew service [JIEETII

Firewall overview

or selectan existing Local: DNS server
service to edit or delete.  Local nt
Service overview Local: FTP server
Local =
Local: ICMP
Traffic shaping Local: NETBIOS
Local 'BX
L ec!
Services o
Lo -
Port-forwarding G
targets JIca|
Network s
heicreios e
Address
associations
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Service name.
Firewall overview

To make a new service built out of existing services, choose them one by one from the 'Service' menu

Service overview Service! v .‘ﬁ‘fw-

Traffic shaping Or create a new service by entering the ports below.

If you only need a solitary port, leave one of the port boxes blank

Services min port m
max port
Port-forwarding
targets Protocol: ® tcp
udp
Network “
relationships S

Service name: Create a new service name. The name is arbitrary.

Services: New services can inherit existing services. Select the corresponding
service and click Add.

Min port: The port of the newly created service can be a port or a segment of
port. When a port is created, the minimum port is the minimum value of this
port.

Max port: The maximum port is the maximum value of the port in this
segment.

Protocol: The port protocol of the newly created service. You can choose TCP or

UCP.

6.5. Port Forwarding targets

It is mainly used for port forwarding. If the server behind justINA needs to be
accessed by the external network, you can configure port forwarding on

justINA. Click Add to enter the configuration interface.

47



EQUQDNET

iNaPilot Tinapiot CN-AWS-China-01 reseller | Accountsettings | Logout | St

- @

- -
Storage Backups Security

Properties o Diagnostics

There are no port-forward [T

Firewall overview targets.
Service overview

Traffic shaping

Services

Port-forwarding
targets

Network
relationships

Address
associations

Firewalls

h Trust groups.

‘ " > > > >
" « C, - !
| Admin Users Phones Storage Backups Security

Name: FTPserver

Firewall overvie:
W Target IP address: 192.168.1.216

Forwarding firewall | fTp v

Service overview service
Target service:  (same as forwarding service) v
Traffic shaping Show advanced options:
o
Services
[

Port-forwarding
targets

Name: Any name, such as FTPserver.

Target IP address: Internal server address.

Forwarding firewall service: Select the service you want to map, for example,
you want to map the internal FTP server, so the service you need to select here
is FTP.

Target service: Default (same as forwarding service)

Show advanced options: The target service will not be displayed until you
check it.

Finally click OK and save.

call of port forwarding target:
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At this point, the port forwarding is done, but it also needs to be called. At this
time, you need to call this mapping in the firewall to really achieve the desired
effect.

For example, on the Internet / local, select the FTP server as forward: FTPserver.
Anyone who comes in from the Internet and wants to access the FTP server
must go through this forwarding to access the FTP server normally. Finally, click

OK to save.

Internet/Local

Firewall overview
Used in relationship: Internet to Loca

Service overview Service list:
local email delivery: no decision v
Traffic shaping public intranet. no decision v

secure web admin: no decision v

Services
FTP server

Port-forwarding email client: no decision v
targets

g ICMP: no decision v
Neiwork VPN: no decision v
relationships unsupported services: drop v
Address
associations

Show advanced options: |

Firewalls n

6.6. Network Relationships

Mainly configure the relationship between groups. For example, in the firewall
configuration interface, all the relationships between groups are network
relationships.

Users can configure network relationships on their own, and click Add to enter

the network relationships configuration interface.
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There is generally no configuration required here, just keep the default.

TinaPilot Tapiot CN-AWS-China-01 o

reseller | Account settings | Log out
Properties G Diagnostics

Security

Add anew network VTR

Firewall overview relationship
or select an existing Admin -> Local B
network relationship 1o Controlled -> Internet
Service overview editor delete. Controlled -> Local
DMZ -> Internet
DMZ -> Local
Traffic shaping Friends -> Local

Internet -> ANS-CN
Internet -> Controlled
Internet -> DNZ
Internet -> Internet

Services

Port-forwarding

targets [
S

Network

relationships.

Address
associations

Firewalls

Trust groups

6.7. Address Association

Put the corresponding IP address in a certain group so that this IP has the

permissions of some groups.

TinaPilot minapiot CN-AWS-China-01 0

reseller | Account settings | Log out

J <

Properties m Diagnostics

Add a new item, | v |

or select an existing item  0.0.0.x (Admin) -
to edit or delete. 172.31.0.1 (Admin)
Service overview 81.150.57.146-SIP-AR (Friends)
AMY (Admin)

Firewall overview

Australia (Trusted)
Traffic shaping IT (Trusted)

SIP-provider (Friends)

Support 1 (Admin)

Services Support 2 (Admin)

Support 3 (Admin) -
Port-forwarding EaT
targets .

[ petete |

Network
relationships

Address
associations.

Firewalls

Trust groups

Click the Add button to enter the editing interface
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e v v o - ,
» © J pe | wE
Admin Users Phones Storage Backups Security

AMY
Firewall overview
Name: AMY
Sofvics ovaniew Address: 32.31.2.0
Address mask: | /24 255.255.255.0 v
Traffic shaping Trust group: | Admin v

Services

=
e

Port-forwarding

‘ targ gets

As shown in the figure above, the name is AMY, and the IP address with the address
32.31.2.0 is added to the Admin group. Then 32.31.2.0 has Admin rights and can

access justINA as an administrator.

6.8. Firewalls

Edit, add, and delete all network relationships and behavior operations in the

firewall.

NaPilot Tnapiot CN-AWS-China-01 reseller | Account seftings | Logout | S

properties () Diaonostics

Backups

Add a new firewall ‘u

Firewall overview
or selectan existing From local: accept
dre

firewall to edit or delete. From

op.
Local/Controlled

Service overview From
From Local/DMZ
Local/Internet
Traffic shaping Local/Trusted

Services

Port-forwarding
targets

Network
relationships

Address
associations

Firewalls

Trust groups

Click Add to enter the interface
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What will this firewall administer?

Packets from:

to:

AWS-CN
Controlled
DMZ
Friends
Internet
Local

|Tru5ted \

We can create a group-to-group combination to manage the data trend.

Note:

The system'’s default firewall configuration is not recommended for modification.

6.9. Trust groups

Edit, add, and delete operations of the Trust group. Used to add a new network
group to the Trust group.

If a new group School is added, School appears in the firewall.

TnaPilot tnapiot CN-AWS-China-01

reseller | Account settings | Log out 0

)

Backups

Properties O Diagnostics

Add a new trust group m

or select an existing trust  Admin
group to view. AWS-CN

Firewall overview

Service overview Controlled
DMZ
Friends

Traffic shaping Internet
Trusted s

sarcs e

Portfonvarding [

targets

Network

relationships

Address

associations

Firewalls

. Tiustgroups.

Trust group name: School

Cancel
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Chapter 3 System

1. System

Top right gear button-> System
The system setting interface mainly displays the system information overview

interface, which includes system backup, restart, shutdown and other settings.

1.1 Automatic backup

If you want to use the Automatic backup feature for daily or hourly. , please

contact Equiinet staff if required contact.

r g e . m - o
P 4 ¢
N & ? :
System Date and time Connectors Network Web

Select backup: daily system configuration backup (held locally) ~
Automatic backup hourly system configuration backup (not active)
monthly system configuration backup (not active)

weekly system configuration backup (not active) ~

Make backup

Restore backup

1.2 Make backup

We can make backup for system configuration manually. Click OK and the

system configuration file will be downloaded automatically.
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’r

The TinaPilot will take copies of important files, bundle them up in to a special backup file and give this file to your browser. Your browser will let you save the backup on your computer's own hard disk

Ikulomau: backup Type of backup: system configuration ¥

Select OK to save the backup on to your computer's disk.

1.3 Restore backup

We can restore system by system backup configuration file.

This page allows you to restore a backup of your TinaPilot. You will need a browser capable of file uploads to do this

fustomalic backip Select the backup file to be transferred from your computer's hard disk to the TinaPilot
Select backup (on your | Choose File |No file chosen

Make backup computer).

1.4 Shutdown

We can shutdown system on web

Selecting this option will shut down the system.

utomatic backup The network connection and any fileshares will be disconnected.

If you do not wish to shut down, select Cancel.

Restore backup

Shutdown

Make backup

1.5 Reboot

We can reboot system on web

r .|
Selecting this option will shut down the system and automatically restart it shortly afterwards.
~ Automatic backup The network connection and any fileshares will be disconnected.
W If you do not wish to reboot, select Cancel.

~ Restore backup

~ Shutdown

BReboot =
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1.6 Upgrade pool

We can upgrade system on web

~!
Upgrades are normally managed automatically. This screen allows you to manually trigger a poll for upgrades.
Automatic backup -
Update

Make backup m

Restore backup

Shutdown

Reboot

Upgrade poll
L -

1.7 Upgrade times

We can choose download and upgrade time band system on web

Download time band: | always v

Automatic backu|
P Upgrade time band:  scheduled maintenance ¥

To add or edit Time bands go to the Time bands option in the 'Date and time' menus.

Make backup

Restore backup

Shutdown
Reboot

Upgrade poll

Mggrade times v |

1.8 Upload selector and Upload upgrades

They are default configuration , we do not need to edit it.
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™
Automatic backup There is currently nothing to list.
Make backup
Restore backup
Shutdown
Reboot
Upgrade poll
Upgrade times
Upload selector
Upload upgrades "
Product:  TinaPilot
AU Build branch: release-2019-09-24
This screen allows you to upgrade software installed on your TinaPilot. You will need a browser capable of file uploads to do this.
Make backup
Upgrades are normally managed automatically.
Restore backup To upgrade manually, download the recommended upgrade or upgrades to your computer's hard disk
Then use this page to transfer each upgrade from your computer's hard disk to the TinaPilot.
Shutdown Select upgrade (on your | Choose File | No file chosen
computer): —
Loading a large upgrade can take several minutes; please be patient.
e [ o
Upgrade poll
Upgrade times
Upload selector
Upload upgrades
A |

2. Date and time

The Date and time setting page is used to adjust the system time and time

zone.

2.1. Time bands

You can customize the time period, such as commute time, weekend time, etc.,

which can be called in the "User phone routing by time" function.
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Y v v v . .
N ) » : J
L System Date and time Connectors Network Web
Properties]
Time bands
Name Days From: | To: | Days: | From: | To: | Days: | From: | To
always Everyday | 00:00 | 23:59
backup Everyday | 18:00 | 23:59 ,
evenings Everyday | 18:00 | 23:59 /
never
scheduled maintenance | Everyday | 00:00 | 05:59 /
weekends Weekends | 00:00 | 23:59 /
working hours Weekdays | 10:00 | 20:00 /
Add a new time server, [T
or select an existing time  @.ubiquita.pool.ntp.org
server to delete. 1.ubiquita.pool.ntp.org
2.ubiquita.pool.ntp.org
3.ubiquita.pool.ntp.org *
backup
Name: backup =
First range:

Days: Everyday v
From: 18:00

To: 23:59
Second range (optional):
Days: v
From

To:
Third range (optional):
Days: v
From:

To:

2.2. Time zone

We can choose time zone for system.
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Timezone: | Europe/London v

3. Connectors

The connectors interface is mainly used to configure the network of the device,
including WAN port settings, LAN port settings, routing configuration, WIFI
configuration, DHCP function configuration, VPN function configuration, etc.
As shown in the figure below, configure the WAN port, LAN port, wireless, and

add VPN functions on the "Network Connectors" page.

e EhEAWSChinas0d reseller | Account seftings | Log out O
Properties Diagnostics

Date and time

What is connected to the TinaPilot?

Network connectors

Internet. | Ethernet cable/ADSL M|  Eot |

Network profiles

Local: |Basic LAN v
Static routes OpenVPN. | to-beijing v

OpenVPN: |off 2l -
Default route
OpenVPN Key: |key ¥

DHCP scope

Show advanced options:
Virtual networks
(SO

Network helper

OpenVPN key
profiles

3.1. Network Connectors-WAN Port

The Internet is the WAN port.
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TTWhaT 1S connected 1o the Tinapiot?

Network connectors

Internet: | Ethernet cable/ADSL v m

Network profiles off
Local: |8@2.11q port

DMZ

tatic routes OpenVPN:
Ethernet cable/ADSL fail-over

OpenVPN Ethernet router
Default route LAN with public terminals
OpenVPN Key:
HCP scope | ada |

The connection methods of the WAN port are:

Off: Close this WAN port.

Ethernet cable / ADSL: Obtain an IP address automatically.

The usage scenario is that the WAN port is directly inserted under the ADSL
dialler to directly obtain the IP address assigned by the operator. There are not
many such application scenarios.

Ethernet router: Manually and statically configure the WAN port IP address,
which is more common here. Here we take Ethernet router as an example to
explain how to manually configure the WAN port IP address.

Select the WAN port type as Ethernet router, and click OK to save. Then, click

Edit on the right side of the WAN port to enter the editing interface.

linternet

Ethernet cable/ADSL is the active profile, so the settings you edit here will only take effect when you select OK below to make this the active profile.

Profile

Ethernet router m

Routes

[ Aaa |
Default route m

DHCP server

Link this network profile
to connector Internet

e
Configure in turn: Ethernet router, default route (click the "Add" button behind

the default route).
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Ethernet router
Profile type: Network - manual
IP address: 192.168.43.1
Netmask: /24 255.255.255.0 v

Scan all hosts:

Trust group: | Internet v

This trust group applies to communications with hosts on the local network.

IP address: The IP address of the WAN port, usually provided by the operator.

Netmask: The Netmask corresponding to the IP of the WAN port, usually
provided by the operator.
Trust group: Internet group. The default is the Internet group. Because the

WAN port is connected to the Internet, the default is the Internet group.

Name: Ethernet router default route
Route via: Ethernet router
Gateway:
Trust group: Internet

Make this the default @
route:

Name: The default is fine, or you can edit it yourself.

Gateway: The gateway address is given to you by the operator.
Trust group: The default Internet group.

Make this the default route: checked by default.
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3.2. Network Connectors-Local Port

Local” | Private LAN v dif

off
OpenVPN: |Basic LAN di

Managed LAN

OpenVPN:

The Local port is also a LAN port. The connection methods are:

Off: Close the LAN port.

Private LAN: This is the default configuration. The other two connection
methods are generally not used.

Below we take Private LAN as an example to show how to manually configure
the LAN port IP address.

Click Edit on the right side of the Local port(on the Private LAN option) to enter

the editing interface.

ocal

Basic LAN is the active profile, so the settings you edit here will only take effect when you select OK below to make this the active profile

Profile

Private LAN m
Routes
[ Aga |
Default route * [IETI

DHCP server

Link this network profile
to connector Local.

Configure in turn: Private LAN, default route.

%rivate LAN
Profile type: Network - manual
IP address: 192.168.3.100
Netmask: /24 255.255.255.@ v
Scan all hosts:
Trust group:  Trusted v

This trust group applies to communications with hosts on the local network.

=

IP address: The IP address assigned to the LAN port, which is usually assigned by
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the network administrator.

Normally, justINA is a pure terminal. It only needs to connect the LAN port to the
customer network switch, so you only need to configure a network management IP
for the LAN port.

Netmask: The Netmask is assigned by the NMS.

Trust group: The default is the trust group.

Private LAN default route

Name: Private LAN default route
Route via: Private LAN
Gateway: 192.168.3.1
Trust group: Internet

Make this the default ¥

route
[
.w ": -

Name: The default configuration, or you can edit it yourself.
Gateway: The local gateway address notified by the network management.
Trust group: The default is the Internet group.

Make this the default route: checked by default.

Note:

When justTINA is used as a pure terminal to access the network, it needs to be
configured here, and DHCP is disabled. When justINA is used as the gateway, the
WAN port is connected to the operator in the access network, and the LAN port is
connected to the switch. The default route is not configured here and the DHCP is

enabled.
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3.3. Network Connectors-VPN key

The VPN key usage scenario is: Customers at home or on business trips can
import the VPN key on their mobile phones or computers to access the
company intranet, make phone calls, or access network cloud disks. At this
point, the customer feels like working in the company.

Before officially using a VPN key, we need to establish a VPN key, generate a
VPN key, and download a VPN key.

Establish VPN key:

On the main interface of the network connector, click Add.

Internet: | Ethernet cable/ADSL I
Local: Basic Lan v [EEETE
OpenVPN: | to-beijing v m
OpenVPN: | off v “
OpenVPN Key: | key v | [IETHN
HCP scope IT.

Select the OpenVPN key and click OK to enter the VPN key configuration

Default route

interface.

Connection type: | openVPN Key ¥
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Profile type: OpenVPN Key
Profile name: key
Port: 46536
IP address: 172.16.1.0
Netmask: | /24 255.255.255.@ v
Scan all hosts: |
Trust group:  Trusted v

This trust group applies to communications with hosts on the local network.
'_
. Cancel .

Profile name: Custom, generally defined as "key” .

Port: The system automatically generates it. For unified management, we
configure it as 8326.

IP address: Any private address is sufficient (one IP or one network segment is
acceptable). To unify management and avoid conflicts with daily IP addresses,
we configure it to 172.16.1.0.

Netmask: Just select the corresponding netmask for this private address.

Trust group: Select as a trust group.

Generate VPN key:

After the configuration is completed, the system will automatically generate the
key, we just need to wait 2-5min.

Download VPN key:

Please select a new OpenVPN key config file to download
Network connectors Download

User OpenVPN profile

Network profiles

Static routes

Default route

DHCP scope

Virtual networks

Network helper

OpenVPN key
profiles

64



EQUIDNET

Click the OpenVPN key file to enter the key download interface. Users can
download keys in .ovpn format or tar format according to their needs.

If you gave Jason a key a week ago for testing purposes only, and now you want
to disqualify Jason, you can revoke this key. After the abolition,Jason's key will
no longer take effect, but the system will generate a new key for you, you can

download the new key and continue to use it.

ﬁlease select an existing OpenVPN key to be revoked:

Revoke
OpenVPN profile

3.4. Network Connectors-VPN Tunnel

The use scenario of VPN tunnel is VPN networking, that is, when an enterprise
has multiple branches, it can establish the VPN tunnel to make the network of
each branch office interoperable, so as to achieve collaborative office functions
such as extension dialing.

On the main interface of the network connector, click Add.

weﬁo K connectors

Network profiles

Internet.  Ethernet cable/ADSL M| ot |

Local: Basic LAN v | Eait |
Static routes OpenVPN:  to-beijing v | Edit |

OpenVPN: off v “
OpenVPN Key:  key v | Edait

DHCP scope

Select OpenVPN and click OK to enter the VPN tunnel configuration interface.

Default route
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Connection type: ' openVPN v

—

Profile type: OpenVPN

Profile name: [to-shanghai

Shared secret: # =
# 2048 bit OpenVPN static key

----- BEGIN OpenVPN Static key V1-----
2d6b06b5d3000c8cc3f6e48fc6882140
86e1e2206c3b146610bc94b905850084
5ac19d29475deee9e0c36907891e56ab
6738dcf86570f9f5be721f37a9fd5e8e
8e4bd481554119956e2143473507d98d
447df1e10deb837c8861c5ef7cec3fdb
3b50c47fb7447e0a8e679e18244762bf
b76f402314b248c412211c6167269242
a1d8de730d09664960787118a016d4780
€39773085d0a594c6d439d55054772ce
553f7245244f60d67c62e82cf8f6flef
3126b1de47d501c398c9031e5d813dd3
0abb7f8d81c540ee6bf971ae2571d27e
0c9422b98b1638fd03c1b28cd893beb8
76a36a00c19e336ea7ead2c67f8fa8fa
fe5944258d3d454e75a2b1221ecec706 ¥

Remote gateway:
(This may be left blank if the remote gateway has a dynamic IP address.)
Port: 45410
(This can be any unused UDP port but must match the setting on the remote gateway.)
Virtual address:

(This may be left blank, in which case the LAN1 address will be used.)

Profile name: Custom. For example, to-shanghai can indicate with whom to
establish a VPN tunnel.

Shared secret: automatically generated by the system. The key of the remote
justINA device must be consistent with this, that is, the justINA at both ends
must have the same shared key.

Remote gateway: The public IP address or domain name of the remote justINA
device. If the network where the remote justINA is located is a NAT network,
that is, there is no public IP address or domain name, you can leave it blank
here.

Port: Automatically generated by the system. The port of the remote justINA
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device must be consistent with this, that is, the justINA at both ends must have
the same port.

Virtual address: Generally left blank here.

The configuration of virtual addresses generally occurs when three or more
JustINAs are in a VPN network, and two of them have IP address conflicts.

For example, there are IP segments 192.168.1.0/24 in both places. To prevent
networking problems caused by IP address conflicts, we need to configure
virtual IP addresses to distinguish these two places. After the virtual IP address
is configured, the two justINAs can only communicate with each other by

phone, but cannot communicate with the network.

Note:
In order to achieve full-network interworking in VPN networking (similar to the

effect of IPsec networking), justINA must be a gateway.

Route addition:

After the configuration above is complete, you need to add a route to the other

party.
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penVPN

This connector is currently switched off, so the settings you edit here will only take effect when you select OK below to make this the active profile.

Profile

to-shanghai m
Routes

Default route ﬁ

This profile will not work until you add a route.

Link this network profile
to connector OpenVPN

Click Add to add a route. As shown in the figure below, the address here should
be the network segment where the peer justINA is located. Only when the
routes are written on both justINAs can the two justiNAs communicate through

the VPN tunnel.

Name: to-shanghai route
Address: 192.168.124.0
Address mask: | /24 255.255.255.@ ¥

Route via: to-shanghai

-

Note:

If you configure a virtual address when you configure the VPN file, you also
need to configure a route to the justINA virtual address of the peer at this time.
The realization of extension dialing at both ends of the VPN tunnel requires two

JustINAs for trunk connection, configuration and application of call rules.

3.5. Network profiles
Mainly for all files related to network configuration, there is no need to

configure here. The file here is a collation of all configurations in the network
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connector. If you want to change a certain network segment, a certain route,
etc, you only need to configure under the corresponding options in the
network connectors.

v v v v
I p v ®
N -0 4 <
System Date and time Connectors Network Web

Add a new profile n

Network connectors
or select an existing 802.11q port

profile to edit or delete. Basic LAN
Network profiles DMZ
Ethernet cable/ADSL
Ethernet cable/ADSL fail-over

Static routes Ethernet router

key

LAN with public terminals
Default route Managed LAN

Private LAN v
DHCP scope m
Virtual networks m

3.6. Static routes

Mainly for all static routes configured on the network, there is no need to
configure them here. The static route here is the classification of all routes in the
network connector. If you want to change a certain route, you only need to

configure it under the corresponding option in the network connectors.

” v . v v . v
N 2 L] : (@)
L System Date and time Connectors Network Web

Add a new item,

or select an existing item to-beijing route (Trusted) =
to edit or delete. to-beijing B 1 (Trusted)
Network profiles to-shitong #ff 1 (Trusted) -

e

Network connectors

Static routes

anm

3.7. Default route

Mainly for all default routes configured on the network, there is no need to
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configure them here. The default route here is a classification of all default
routes in the network connector. If you want to change a certain default route,
you only need to configure it under the corresponding option in the network

connectors.

v > v v

2" ) L]

N < ‘) < o
| System Date and time Connectors Network Web

Add a new item, “

or select an existing item | adsl-bt (Internet) -
to edit or delete. adsl-upstream (Internet)

Network profiles modem (Internet)
modem-bt (Internet)
modem-tmobile (Internet)

Static routes modem-vodafone-uk-contract (Internet)
modem-vodafone-uk-payg (Internet)
modem-vodafone-uk-payg-1gb (Internet)

Default route modem-vodafone-uk-payg-3gb (Internet)

Private LAN default route (Internet) gateway 192.168.3.1 v

Network connectors

DHCP scope o

3.8. DHCP scope

For LAN port, wireless DHCP range. This is the default configuration and

generally does not need to be modified by yourself.

Add a new DHCP m

Network connectors service
or select an existing Private LAN: ©.0.0.128 - 0.0.0.254 (enabled) -
DHCP service to editor Wireless Access Point (unbridged): ©.0.0.128 - 0.0.0.254 (enabled) ~
Network profiles delete

| e |
Static routes m

Default route

DHCP scope

3.9. Virtual Network
Mainly for the division of vlan, customers can configure accordingly according
to their needs. Since vlans are divided according to ports, the number of vlans

divided is relatively small and is rarely used.
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Virtual networks

Network connectors
There is currently nothing to view.

Network profiles m

Static routes

Default route
DHCP scope

L\mtual networks

irtual networks
Type: vlan v
Name:
Connector:  802.11q port ¥
VLAN ID: *

Profile: ' Basic LAN v

3.10. Network helper
The network helper is a quick configuration entry for the latest configuration.

Click the network helper to enter the latest configuration interface.

3.11. OpenVPN Key File

List of all VPN keys, customers can download the corresponding keys here.
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Please select a new OpenVPN key config file to download
Network connectors Download

OpenVPN profile

key.tar

Network profiles

Static routes

Default route

DHCP scope

Virtual networks

Network helper

OpenVPN key
profiles

Please select an existing OpenVPN key to be revoked
Revoke

4. Network

The Network page is mainly for configuring network related information, such
as DNS server, upload bandwidth, private address segment, mailbox server and

other functions.

TinaPilot mmario CN-AWS-China-01 reseller | Account setings | Logout |

b A -
2 @ :

Date and time Connectors. Network
properties () Diaonostics

Host and domain name % Quick links
Hostname: hostname

Domain: example. com @ openveN client for Windows (326it)

@ openveN client for Windows (64bit)
[ -
@ openveN client for Debian Linux (32bit)
@ openvPN client for Debian Linux (64bit)

DNS servers

There is currently nothing to view.

Internet upload speed

S
Internet
Upload bandwidth: kilobits per second
DNS entries o
O
initialsetup 7
Add anew private [JIFTINS
wpad 7 address
or select an existing IANA LINKLOCAL 16-bit link-local autoconfigured addresses =
N private address to edit or  IANA RESERVED-1@ 24-bit private internet
delefe. TANA RESERVED-192 For use in documentation and example code
IANA-BBLK-RESERVED 20-bit private internet
IANA-CBLK1 16-bit private internet -
Post via SMTP server | |
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4.1. Host and domain name

Mainly add and edit the host name and domain name for some access to the

intranet and extranet.

Host and domain name
Hostname: CN-AWS-China-01 *

Domain: CN-AWS-China-01.uname.ddns*

Hostname: The default is host name, here you need to modify the host name of
the device such as CN-AWS-China-01, the hostname of the device is Home->
Registration.

Domain: The default is example.com. You can add a suffix after the host name
based on the host name.

CN-AWS-China-01.uname.ddns.equiinet.com,

Note:

These two items can be left as default without modification. However, we usually
modify it because the modified domain name will be displayed on the cloud domain
name server, which is helpful to distinguish each device and subsequent domain name

access.

4.2. DNS Server

Click Add to enter the DNS configuration interface.
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DNS servers

There is currently nothing to view.

NS servers
I'he TinaPilot is configured to use a set of known DNS servers by default. However, you may add additional servers which will be queried first

DNS Server (IP address):

According to actual needs, fill in the corresponding DNS server address.

4.3. DNS entries

By default justINA can also be accessed through the DNS entry ,like initialsetup,
and wpad.
When the IP address is empty, initialsetup, wpad represents justINA itself. At
this time, you can use initialsetup, wpad to access justINA or map network
cloud disk.
If the IP address of initialsetup is configured to the IP of other devices, you can

access this device through initialsetup.

DNS entries

Hostname: | IP address: | MAC address (optional)
initialsetup /
wpad ‘ ‘ ‘ /

4.4. Post via SMTP Server

JustINA can use other mail servers to send its own information in the form of
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e-mail, such as 163, qq, 126, Sina, etc. You need to obtain user name and
password authentication information from this server and fill in the following

spaces.

Post via SMTP server
Outgoing SMTP server:

f this item is set, all outgoing mail will be sent to the specified SMTP mail server. Leave this blank to have
[TinaPilot deliver mail directly to the recipients' mail servers.

Username:
Password:

Enter a username and password if your SMTP server requires user authentication.

4.5. Setting Internet Speed

The main purpose is to configure the upstream bandwidth for justiINA. Only kb
is supported here.

Note:

Only when justINA is used as a gateway, the role of this configuration here is to

limit the upstream bandwidth.

Internet upload speed

Internet

Upload bandwidth: kilobits per second
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4.6. Adding a Private Address Segment

The purpose of adding a private address segment is to tell justiINA that a
segment of the address belongs to a private address.

The main application scenario is that if a customer sets a non-private IP address
segment as his own intranet IP segment, such as 158.188.188.0 is an IP segment
of the company's intranet, and if a public network server address is also in the
158.188.188.0 segment, Then the client cannot access this server on the
intranet because the client computer will only search for this server within this
network segment. At this point, we need to declare 158.168.188.0 as a private
address.

Click Add to enter the add interface.

Add a new private m

address
or select an existing IANA LINKLOCAL 16-bit link-local autoconfigured addresses
private address to edit or IANA RESERVED-10 24-bit private internet
delete. IANA RESERVED-192 For use in documentation and example code
IANA-BBLK-RESERVED 20-bit private internet
IANA-CBLK1 16-bit private internet v

Reserve this address for your own private use:
Name: test
Address: 192.168.77.0

Netmask: one address ¥

m

Name: You can name it by yourself, just make sense.

Address: The IP address segment you want to declare as justINA itself, such as
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192.168.77.0

Netmask: The netmask of the IP address segment.

4.7. Quick Links

Mainly links to OpenVPN clients. When customers need to download the client
to use the VPN key function, you can download the corresponding client here

according to actual needs.

3 Quick links

@ OpenVPN client for Windows (32bit)
@ OpenVPN client for Windows (64bit)
@ OpenVPN client for Debian Linux (32bit)
@ OpenVPN client for Debian Linux (64bit)

5. Web

The web page mainly introduces that when justINA is used as a gateway, some

specific functions can be used in conjunction with related servers.

77



EQUIDNET

TinaPilot mispiot CN-AWS-China-01 O

reseller | Account settings | Log out

N w
sysiem Date and ime Connestors

Properties O Diagnostics

web proxy Active Directory server
Firewalls in use: Active Directory is a way for the cache to authenticate users. If you have a server which supports Active
Directory, you can enter its details here and all cache users will be challenged to log in with the server before
I To being permitted access to the web
Local Server address
From| Trusted| reject v Dot
sh feui Workgroup
The values on the To and From axes are Trust Groups. At their intersection are the actions to apply to the web User
PIOXY SOIVED Password

The To Local column matches traffic whose destination is the TinaPilot
The Active Directory server may only allow certain users access to the account information contained in the
The From Local row matches traffic originating from the TinaPilot Active Directory database. Please enter the name and password of such a user.

Cache size If an authorised users action has been selected on the web proxy service, use one of the following to
authenticate users
Cache size as 100
percentage (0100) Every user must log in to the TinaPilot before they can browse the web.
Control what proportion of the total disk space can be used by the web cache ® TinaPilot
[0k | Every user must authenticate with an Active Directory server before they can browse the web

Active Directory

[ o |
b Parent DIOXY =J

5.1. Web Proxy

When justINA is used as a gateway, it can be used as a web proxy server to filter

Internet access behavior.

\web proxy

Firewalls in use:

L |To
|Local
From|Trusted reject ¥

Show all firewalls

The values on the To and From axes are Trust Groups. At their intersection are the actions to apply to the web
proxy service.

The To Local column matches traffic whose destination is the TinaPilot.

The From Local row matches traffic originating from the TinaPilot.

After clicking "Show all firewalls", the interface is as follows: As can be seen
from the figure, by default we can filter the Internet behavior from DMZ / Local,

Control Group / Local, Trust Group / Local.
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k/eb proxy )|
All firewalls:
— To
Local AWS-CN” | Controlled”| DMZ*| School” Friends™ | Trusted” | Admin”|Internet”
|From Local* i {1 ! ! 1 1 1 1 1
AWS-CN* || ! ! 15 s z 1 . i
Controlled®| accept: url-filter v (I Il 1 1 g l 1 !
DmMZ* accept: url-filter v|L ! il ! ! il ! !
School* { il 1 1 1 l 1 l
Friends® || l i l 1 l 1 1 1
Trusted reject v i1 1 1 ! 1 1 1
Admin* Il /! i | ! Il s 1 i
Internet” || ! ! ! ! ! ! i !
Show only firewalls in use
The values on the To and From axes are Trust Groups. At their intersection are the actions to apply to the web proxy service.
The To Local column matches traffic whose destination is the TinaPilot.
The From Local row matches traffic originating from the TinaPilot.
Asterisks (*) indicate elements not currently in use.
5 — d

Filtering behavior configuration:
(1) Configure filtering rules
Admin->User->Select user group

select global and click OK to enter the configuration interface.

Select user group: Add new... 4
* anonymous

controlled

global

no profile

open

email only

local admin

reseller

third party ~

*
*
*
*
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folobal

These permissions apply to everybody.

Name: global
Permissions

Site list: Bad software exceptions
New permission: v m

Delete

Copy

New permission: choose Banned domain and click Add, it will automatically
jump into the interface of adding Banded domain.
If you want to prevent internal employees from visiting Taobao, we can fill in

www.taobao.com here and click OK to save.

global

Banned domain:  w. tacbao. com
Please enter a domain name, e.g: news.example.com

A banned domain will block a whole web site.

After saving, we can see the Bannerd domain displayed in the interface, and we

can add other websites such as www.vip.com. Finally click OK for the final save.
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| CIERED

These permissions apply to everybody.

Name: global
Permissions

Site list: Bad software exceptions =

.
—— (———

Banned domain: www.taobao.com «

-
3
New permission: v m

(2) Applying filtering rules
Enter the web proxy interface or the firewall and select URL filtering for the web

proxy service.

[Fristeailocal
Used in relationship: Trusted to Local
|Service list:
DHCP server.  accept b4
MySQL:  reject v
NTP:  reject v
backup: reject v
email posting server. reject ¥
print spool:  reject i 8
private intranet:  reject b
secure web admin:  accept v
web proxy | accept: url-filter v
| accept: cache only
DNS server accept: cache only, authorised users
ETP server: urlffltev‘ -
accept: url-filter, authorised users
PBX: |no decision
reject
Windows file sharing:  reject v
email client:  reject ¥
ICMP:  accept v
L unsupported services. . reiect

(3) Implement web filtering
To truly implement web filtering, we also need to configure the PC. Ensure that
the PCs in the company use justINA as the proxy server. If the proxy server is
not justINA, the Internet behavior cannot be controlled.

Change proxy server to justINA in PC browser settings
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Web proxy additional:
Since some websites have port 8080 attributes, we can also add a web proxy
option to allow websites with port 8080 attributes to have certain filtering
attributes (can be url-filter or cache only, etc.).

In the System -> Web interface ,Scroll down and find "Additional Listening

Port" to add port 8080.

Additional listening port: 8080

If you leave this blank, the TinaPilot will listen on port 8000.

There is an additional web proxy service on the firewall corresponding service.
The original web proxy service status of this service is equal, it is only a

supplement to the web proxy service.

rusted/Local
Used in relationship: Trusted to Local
Service list:
DHCP server: accept v
MySQL: reject v
NTP:  reject v
backup: reject v
email posting server: reject v
print spool:  reject v
private intranet. reject v
secure web admin:  accept v
web proxy: accept: url-filter v
web proxy additional: accept: url-filter v
DNS server: reject v
FTP server. reject A
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5.2. Cache size

When justINA acts as a gateway, it can be web cached. When justINA is really

used as a gateway, it is recommended to configure the cache size here to 80%.

Cache size

Cache size as 80 *
percentage (0--100):
Control what proportion of the total disk space can be used by the web cache.

5.3. Parent proxy

Since justINA is rarely used as a gateway or as a parent proxy, it will not be

explained here.

Parent proxy

External web proxy
address:
External web proxy port: 3128

If your company or ISP already runs a web proxy, put the domain name or IP address of that server here and the
TinaPilot will get all web pages from that server instead.
This box is normally blank and web pages will be fetched from the Internet.

External web proxy
username:
External web proxy
password:

If the parent proxy requires authentication, enter the username and password here.

NT hostname:
NT domain:

If the parent proxy is an ISA server, enter its hostname and domain here.
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5.4. Active Directory Server

Since the customer's network has its own AD server, and justINA is rarely used

as a gateway, the AD server will not be explained here.

Active Directory server

Active Directory is a way for the cache to authenticate users. If you have a server which supports Active
Directory, you can enter its details here and all cache users will be challenged to log in with the server before
being permitted access to the web.

Server address:
Domain:
Workgroup:
User:

Password:

The Active Directory server may only allow certain users access to the account information contained in the
Active Directory database. Please enter the name and password of such a user.

5.5. Clear cache

When justINA is used as a gateway, the web-side cache is too full, which will

affect the speed of accessing the network, so you can clear the cache here.

Clear cache

Clearing the cache can take several minutes. During this time, web browsing may be interrupted.

Clear cache? U

Chapter 4 Advanced Options

Top right gear button-> Advanced options
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TinaPilot Tnaiot CN-AWS-China-01

reseller | Accountsettings | Logout |

Home

Admin

System
D User accounts
D Licences
v About
D NetBlos
® Email
® Storage

Admin
® pex
 web

Advanced

1. User accounts

The functions of Batch edit, Save CSV user list, and Load CSV user list are no

longer used. We can add users in batches through the batch add tool.

User accounts

* Batch edit

* Save CSV user list
* Load CSV user li

2. Licences

Licences
* Add or delete

2.1. Add or delete

After clicking Add, you can see the following interface. No configuration is

required here. The devices sent to customers by default are already authorized.

Hardware serial number:
You can find the hardware serial number on a sticker on your unit
Proof of purchase
The Proof of Purchase number is printed on the Proof of Purchase certificate included in the deliverable package from your supplier.
Licence key:
Leave the licence key blank if you don't have one.
Administrator email:

Messages about this licence will be sent to this email address
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2.2. Enable

It is activated by default, and the customer does not need to do any

configuration.

ﬁhese optional features were supplied with this product or have been activated by a licence key.

Advanced PBX:  enabled v
Debug tools: ' enabled v
FTP server:  enabled v

TinaPilot: enabled

TinaPilot provides email, VPN, web cache, backup storage, user, basic firewall, Advanced PBX, FTP server, Debug tools.

VPN enabled
advanced firewall | enabled v
backup storage:  enabled v

basic firewall: enabled
central management: enabled

central management | enabled v
client:
email: enabled

user: enabled
web cache: enabled

web proxy: enabled

3. LVM

It is mainly used to modify the size of the logical disk. Customers are not

recommended to change it by themselves.

LVM
* Logical volumes
* Physical volumes

4. NETBIOS

The default workgroup is WORKGROUP, and no configuration is required by

default.
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¥ NetBIOS

Workgroup name: WORKGROUP

5. Email

This function has been replaced by other functions and is no longer used here.

Email 1

* Email administrator
> Reports
® To local users
® From the internet
® To the internet

If the customer needs justINA to send some log reports to the mailbox, it can
be configured elsewhere.

Such as the diagnostics interface :

System -> Send logs by email. Customers can send the corresponding logs to

the corresponding mailboxes according to their actual needs.
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N Lo 4 U
System Date and time Connectors Network Web

Select a logfile to redirect. Daily Report log is not emailed. -~
Performance Email log is not emailed.
Fileshare log is not emailed.
Firewall log is not emailed.
Recent changes FTP Mirror log is not emailed.
System log is not emailed.
. Upgrade polling log is not emailed.
Detailed changes Web filter log is not emailed.
Web Proxy Access log is not emailed.
Web Proxy Cache log is not emailed. ~

System log

Old system log

System services
log

Web server access
log

Web server error
log

L. Send logs by emall ~ |

6. Store Information

For disk storage configuration and other information, customers are not

recommended to modify it.

orage
* Disks (advanced)

7. Admin

All permissions are configured by default and customers do not need to modify

them.

P ]
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8. PBX

It is mainly the configuration of PBX related functions.

[P PBX
* Dial plans
* Mailboxes
* SIP phones
* Diverts
* Asterisk Management Interface Users
* Call rules
 Trunks
 Voice menus
[ Groups
* Analog
* PIN
__SIP settings

8.1. Dial plans

All dial plan of the system are in this place. You can control the dial plan of an

extension number, as well as the dial plan of one direction.

Select dial plan: Add new... -
* 110-dialplan

801-dialplan

802-dialplan

803-dialplan

804-dialplan

805-dialplan

806-dialplan

807-dialplan

808-dialplan v

R

Let ' s take the most common extension number as an example.

(1) Do not allow extension numbers to have a call function

Click 801-dialplan to enter the configuration interface, and then remove

outgoing, then this extension number will not have the outbound call function.
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| GORECETED
Name: 801-dialplan
Permissions
Dial plan: outgoing «
[ Ada |
New permission: v m
[ — |

(2) Do not allow extensions to make long distance calls

The prerequisite is to create a call rule, as shown in the figure below. Anything

that starts with 0 is hung up.

'(PBX call rules 1
Name: block-national *
Pattern: _e. *
Destination:  PBX feature extension: Hangup-busy v
Prefix:
Strip:
L — A

Enter the dial plan interface of 801 and add a new permission PBX call rule.

o 1-diaiplan

Name: 801-dialplan
Permissions

Dial plan: outgoing ~

v

T Y
New permission: [PBX call rule " I

L ———

v |

Then enter the call rule selection interface. Note that you need to check the call

rule here.
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801-dialplan

block-national
0 to-A
LJ to-beijing

U to B
[ ok |

After the block-national option is selected, extension 801 cannot call foreign

numbers.
In this regard, the configuration of the incoming and outgoing outgoing calls is

substantially the same as that described above.

8.2. Email

It is mainly to forward the voice message to the mailbox. We have already

explained when we explained the mailbox. For details, see Chapter 2->2.5, User

voicemail.

PBX mailboxes

Name: Number: | PIN: | Email address

110-mailbox 110 110 | 1508644626@qg.com /
801-mailbox 801 801 /
802-mailbox 802 802 /
803-mailbox | 803 803 7
804-mailbox | 804 804 /7
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8.3. SIP Phones

It is used to add the SIP extension number, but it doesn’ t work well, so it is not
recommended to add SIP users here. If we create one user, it will generate the

SIP information here automatically.

8.4. Call rules

Mainly the rules formulated for outbound calls. Click Add to enter the call rule

configuration interface.

PBX call rules

Pattern: | Destination: | Prefix: | Strip:
block-national | _0. Hangup-busy /
to-A _IXX "1 /
to-beijing _5XX 20191216 /
to_B _2XX 11111 /
PBX call rules

Name: %

Pattern:

Destination: v
Prefix:
Strip
-

Name: Customers can name it by themselves.

Pattern: " " is the starting symbol of the rule. "X" represents any digit, and ".

Represents any N digit.
So 00. Represents any number starting with 00
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Destination: Any number that matches this format will be sent to this
destination. This destination can be a real line, extension, or music, rejection,
and other actions.

Prefix: You can add prefix N digits such as 123 before the dialed number.
Strip: You can delete the N number from the left of the dialed number. For
example, if you dial the number 13056567899 and delete 2 digits from the left,

the last number sent is 056567899.
8.5. Trunks

Mainly the configuration of the trunk

" Trunks
uSIP

* Distinctive ring

* National number plan
* Local number plan

* Telcos

* Analog

(1) SIP
Background information for all line information. Line information, we have

already said in the Home-> DDIs and Trunks.

PBX SIP Trunk

Enable: | Name Username: | Password: | Provider Hostname Realm: | Dial plan

No 11111 TINA (site-to-site) | 192.168.20.22 incoming /
No ‘ 20191216 ‘ TINA (site-to-site) | 10.10.10.2 ‘ incoming /
No ‘ 222222 ‘ TINA (site-to-site) | 192.168.10.11 ‘ ‘ incoming /
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BX SIP trunk
022222

Enable:
Name: 222222 *
Username:
Password:
Provider: TINA (site-to-site) v
If the provider of your SIP trunk is not listed, choose "Other" and fill in these additional fields:
Hostname: 192.168.10.11
Realm:
If the provider of your SIP trunk requires a non-standard realm, fill in this additional field:
Dial plan:  incoming v

This should normally be set to "incoming":

Home-->DDIs and Trunks configuration is consistent with the configuration

The main difference is the "Enable" function. Enable here to temporarily disable
this line without deleting the line information. When you need to enable this

line again next time, just turn on the enable function.

(2) Specific ringtones

It is mainly used to configure the ringtone of the IP phone in the background. In

the Home-> DDIs and Trunks, we have already said.
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PBX distinctive ring

hanlong-dr1

EQ-Phone ring 1 (Tinkerbell)

<http://127.0.0.1>\;info=dr1

hanlong-dr2

EQ-Phone ring 2 (Ascent)

<http://127.0.0.1>\;info=dr2

hanlong-dr3

hanlong-dr4

EQ-Phone ring 3 (Trimble)

EQ-Phone ring 4 (Cantina)

<http://127.0.0.1>\;info=dr3

<http://127.0.0.1>\;info=dr4

hanlong-dr5

hanlong-dr6

EQ-Phone ring 5 (Pastoral)

EQ-Phone ring 6 (Granval)

<http://127.0.0.1>\;info=dr5

<http://127.0.0.1>\;info=dr6

hanlong-dr7

EQ-Phone ring 7 (Carlsbad)

<http://127.0.0.1>\;info=dr7

hanlong-dr8

hanlong-dr9

EQ-Phone ring 8 (Shire)

EQ-Phone ring 9 (long ring)

<http://127.0.0.1>\;info=dr8

<http://127.0.0.1>\;info=dr9

bellcore-dr1

Ring 1 (1 long ring) <http://127.0.0.1/Bellcore-dr1>

bellcore-dr2 | Ring 2 (2 long rings) <http://127.0.0.1/Bellcore-dr2>

bellcore-dr3 | Ring 3 (short-long-long, or 1 low ring) | <http://127.0.0.1/Bellcore-dr3>

bellcore-dr4

Ring 4 (short-long-short, or 2 low rings) | <http://127.0.0.1/Bellcore-dr4>

bellcore-dr5 | Ring 5 (1 short ring)

<http://127.0.0.1/Bellcore-dr5>

(3) National number plan
The PBX national number plan here are described in Admin-> Phones-> Global

number plan.

PBX national number plan

International prefix: | Country code: | National prefix: | National pattern: | Full national pattern: | Emergency 1: | Emergency 2: | Emergency 3.
Australia 0011 61 0 ZXXXXXXX none 000 112 none
China 00 86 0 ZXXXXXXXX none 11X 12X TXXXXXXXXX
none none none none none none none none
North America | 011 1 1 ZXXXXXXXXX | ZXXXXXXXXX 911 none none
Philippines 00 63 0 ZXXXXX none 17 112 911
United Kingdom | 00 44 0 ZXXXXX none 999 112 101

-

(4) Local number plan

The local number plan here are the same with PBX national number plan.
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FPBAXlocal humber plan

Swindon

United Kingdom

United Kingdom

National number plan: | Local code: | Local pattern:
Australia Australia
Beijing China 10 ZXXXXXXX
Brisbane Australia 7 NXXXXXXX
China China
Las Vegas North America 702 XXXXXXX
London United Kingdom 20 NXOXXXXXX
Metro Manila Philippines 2 NXXXXXX
none none none none
North America North America none none
North America - 10 digit dialling | North America ZXXXXXXXXX
Philippines Philippines
Slough United Kingdom 1753 NXXXXX
United Kingdom 1793

NXXXXX

(5) Telcos

It is mainly used for PRI docking with operators. The use and adjustment of the

parameters depend on the actual line.

Digital telco providers

Name: | Line build out:

BT 0dB (CSU) /0 - 133 feet (DSX-1) | CCS (E1 or BRI) | HDB3 with CRC4 (E1) | EurolSDN

Framing

LV 0 dB (CSU)/ 0 - 133 feet (DSX-1) | ESF (T1)

B8ZS (T1)

Switch type:

AT&T 4ESS | National

Dial plan

Dynamic

/7

P4
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(6) Analog

PBX analog line statistics.

PBX analog trunk

There is currently nothing to view.

(7) Digital

PBX digital line statistics.

PBX digital trunk

There is currently nothing to view.

8.6. Voice menu

Mainly related to the voice menu configuration.

Voice menus
* Language

(1) Language

It is mainly used to configure the language type of justINA background tone.
Generally, the default background tone is English. For example, "The user you
are calling is temporarily unavailable, please leave a message." However,
Chinese customers generally need to listen to the Chinese prompt. At this time,

we need to adjust the language to Mandarin (CN).
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PBX language
language
Language:

(2) Message
Mainly the voice messages in the voice menu, here we have already said in the

Admin-> Phones-> Automated voice menu.

PBX computer messages

Name: Number: | Text
welcome-message | 5005 ‘/

8.7. Groups

It contains four functions: Sequences, Sets, Page and Queues. Among them,
Sequences, Page, and Queues are more commonly used PBX functions. These

three functions can call Sets.

Groups
* Sequences
* Sets
* Page

(1) Sets
The Sets is to form a group of SIP extensions, which is then called by the other

three PBX functions. A single set has no meaning, it only has meaning after
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being called.

Select phone set: 'Add new. .. ry|
110-phoneset-1st
110-phoneset-2nd
110-phoneset-ooh
801-phoneset-1st
801-phoneset-2nd
801-phoneset-ooh
802-phoneset-1st
802-phoneset-2nd
802-phoneset-ooh -

L e

Choose “Add new...”

ELOE O S

r
Name: test-set

Phones

New phone: v Im

PBX analog phone
PBX external phone

| PBX phone set

Name: Customer autonomous naming .
New phone: Select PBX SIP Phone.
Then click Add to enter the add interface. Select the appropriate extension and

click OK.

est-set

L) 110-phone-sip
¥ 801-phone-sip
¥ 802-phone-sip

803-phone-sip
() 804-phone-sip
() 805-phone-sip
L) 806-phone-sip
L) 807-phone-sip
() 808-phone-sip

Then there are two SIP extensions in the test-set set. The test-set can be called

by three other PBX functions.
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est-set

Name: test-set
Phones

PBX SIP phone: 801-phone-sip «
802-phone-sip
803-phone-sip

v

T T
New phone: v m

(2) Sequences
Sequences means that the extension numbers ring in a certain order. For
example, after the sequence function is triggered, extension 1 in the sequence
rings first, if no one answers after 20s, then extension 2 rings; if no one answers
after 20s, extension 3 rings;

Click Add to enter the sequence configuration interface.

Add a new sequence m

or select an existing 110-phoneseg-1st -
sequence to edit or |11@-phoneseq-ooh
delete. 801-phoneseq-1st
801-phoneseq-ooh
802-phoneseq-1st
802-phoneseq-ooh
803-phoneseq-1st
803-phoneseq-ooh
804-phoneseqg-1st

804-phoneseq-ooh b 4
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est-sequence

Name: test-sequence
Number: 123

Sequence: PBX SIP phone: 801-phone-sip «
PBX SIP phone: 802-phone-sip
PBX SIP phone: 803-phone-sip

PBX SIP phone: 804-phone-sip + m

Add to sequence v m
Timeout: 20
On no answer:  PBX feature: Music v
On busy: PBX feature: Music v

Name: Customer autonomous naming.

Number: user-defined, make sure that the number here does not conflict with
the number in other places.

Sequence: Add extensions here, and the extensions appears in the order you
added them.

Add to sequence: Select the PBX SIP phone you need and click Append, then
this PBX SIP phone will be added to the sequence.

Timeout: The default is 20, that is, 20s. It means that when the sequence is
triggered, the first extension rings and the second extension does not answer
the phone after 20 seconds.

On no answer: When all extensions do not answer the call, you can specify the
call to a certain destination, such as music.

ON busy: When the line is busy, you can specify the call to a certain destination,
such as music.

In addition, sequences can call sets, as shown in the following figure:
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[festsequence

Name: test-sequence
Number: 123
The sequence is currently empty.

In order to add an item to the sequence, you need to use the '‘Append' button.

Add to sequence: PBX phone set: test-set v m
Timeout: 20
On no answer:  PBX feature: Music v
On busy: PBX feature: Music v
[ ok |
———

For example, if the PBX extension sequence selects the sets like test-set, and
clicks Append, the sequence can be successfully created. The effect of the call
after joining the sequence is:

When this sequence is triggered, all the extensions in the test-set ring at the
same time. If no one answers after 20 seconds, the call will be automatically

transferred to music.

(3) Page
Page is similar to multicast. When the call function is triggered, all extensions in
page automatically enter the call state.

Click Add to enter the configuration interface.

PBX page groups

There is currently nothing to view.
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PBX page groups
Name: test-page
Number: 8@
Type: Two-way intercom ¥

Phone set:  test-set v

-

Name: Customer autonomous naming.

Number: The system automatically generates it. The customer can also edit it
by himself. Note that it does not conflict with other numbers.

Type: Divided into one-way page and Two-way page.

The effect of the One-way page is that the caller can listen and speak, and the
callee can only listen but not speak;

The effect of the Two-way page is that both the caller and the callee can listen
or speak;

Phone set: Here the test-set must be called.

(4) Queues

A queue is a queue of all extensions. When the queue is triggered, all
extensions in the queue ring. As long as the caller does not hang up, all
extensions in the queue continue to ring and the caller will hear something like
"You are in the queue now, please be patient.”

Click Add to enter the configuration interface.
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PBX queues

Number: | Phone set: | Ring strategy: | Timeout:
jishu-shunxu | 301 jishu Round-robin | 15 seconds /
xiaoshou-ring | 300 xiaoshou | Ring all 15 seconds /

PBX queues
Name: test-queue
Number: 302 =
Phone set:  test-set v

Ring sty

Timeout: |15 seconds ¥

Name: Customer autonomous naming.

Number: Automatically assigned by the system.

Phone set: Select the set be created, such as test-set.

Ring stratery: it has Ring all, Fewest calls, Least recent,Ring all, Round-robin.
We can choose is according to the requirement.

Timeout: The default is 20, that is, 20s. It means that when the sequence is
triggered, the first extension rings and the second extension does not answer

the phone after 20 seconds.

8.8. Analog

PBX analog number, no longer described here.

There is currently nothing to view.

rBX analog phones
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9. Web

It is mainly web filtering and other information. We have already mentioned it

in System-> Web-> Web Proxy.

Web
¥ Filtering
* Site lists
* Import site list
* Test URL
* Error URL

. - Web proxy privacy

Chapter 5 About

About the introduction of the system status, you can see the system hardware,

network and other information.

admin | Account settings | Log out bl

Home

Admin
System

Advanced

Build branch: release-2019-09-24 About
FQDN:  hostname.example.com
Local: 10.0.0.1/255.255.255.0 (Basic LAN, Trusted)
Internet: 172.31.5.136/255.255.240.0 (Ethemet cable/ADSL, Intemet)
Default route via Intemet:  gateway 172.31.0.1
Mac address: 06783e1cd81c
UID: 8583-a859-92cf4eac-a777-b0d0-1c0b-7df0
Uname: CN-AWS-China-01
Date: Sun Jan 19 03:29:49 GMT 2020
Uptime: 03:29:49 up 30 days, 17-14, 0 users, load average: 0.00, 0.01, 0.0
CPU1: Intel(R) Xeon(R) CPU E5-2676 v3 @ 2.40GHz
System memory: 2059252 KB
Disk: 14% of 19G used
Permanent licences: [TinaPilot] [advanced firewall] [central management client] [web proxy] [Advanced PBX]
Copyright: © Equiinet 2012. Al Rights Reserved

Chapter 6 Diagnostic

The characteristics of justiNA compared to other products are: coexistence of
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diagnostic interface and configuration interface, multiple diagnostic items, and

easy to find.

For example, in the "Phones" interface, click the Properties-Diagnosis button,

Storage Backups Security

Properties () Diagnostics

Automated voice menus

Name: Number: | Message number: | Message: | ‘0" | '1" £ '8 |9 | #: | ™ | Otherwise:

welcome | 500 | 5008 xiaoshou-ing | jishu-shunxu

ol

after entering the diagnostic interface, you can see the PBX status, PBX all

number list , Phone directory, and PBX log .

JjustINA justintegrated Network Appliance test-ro2 reseller | PR E | BHEFR Q

-
T#fER

i}
PBXHZ
dnsmgr Vsername Refresh State Reg Tine
0 SIP registrations
PBXFiHMAESH SIPAMN
3% )
ame /username Host D rport 4 ACL Port ipti
0021 £20a3e1d 5]
SHEBH 0021£20c4d0d s
004959449cb4
PBXEE

SosoosoEoos sussoooosooooed
=

RS rEEETESSAS SRS EEeTS
IRl TRl R

(Uns; s
ine, 0 offline Unmonitored: 1 online, 26 offline]

fEFAFRAISIPA

Note:
In each interface, anyone who has the property-diagnosis button,you can enter
the diagnostic interface, and then view the diagnostic information of the

corresponding configuration options in this interface.

justINA has a search bar (below the gear button in the upper right corner), and
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users can search for corresponding functions by keywords.

For example, if you enter ping in the search bar in the upper right corner, the

ping function will be searched. Click ping to enter the ping interface.

Search results

admin page Ping Send ICMP ECHO packets to address
admin page Trafic shaping Define traffic shaping parameters

The user can fill in the corresponding address according to the actual situation.

Properties Diagnostics

Adtlress upgrade. equiinet.com

[

Trafic logs

Traceroute

Pinging upgrade.equiinet.com, please wait

mtr

Tepdump

Capture packets for
a minute

Ping

DNS look-up

Speed test

For detailed diagnosis introduction, please see EQ_justINA diagnosis manual
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